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di anG\U. org - Cct, 2009 - How to configure Jabber (jabberd2) with MySQL, PAM as aut h dat abag

5e

I ntroduction -

Jabberd2 is XMPP protocol based Instants Messaging (IM server. Jabberd2 is highly
scal abl e, hi gh performance jabber server. The beauty of the Jabberd2 architecture lies in
the fact that its conponent architecture distributes services across six conponents,
each of which comunicates over TCP/IP.

1) Router - is the backbone of Jabber server. It accepts connections from Jabberd
conponents and passes XM. packets between components

2) Server to Server (S2S) - conponent handl es comuni cations with external servers. S2S
passes packets between other conponents and external servers, and it perforns dial-back
to authenticate renote Jabber servers.

3) Resolver - acts in support of the S2S component. It resolves hostnanes for S2S as
part of dial back authentication
4) Session Manager (SM - conponent inplenments instant nessaging features |ike nessage

passi ng, presence, roster and subscription etc. + DB connection

5) dient to Server (C2S) - conponent handl es comuni cation with Jabber clients |ike
connecti on, passi ng packets to SM authenticate and register users.

6) Jabber core - logging and third party plugin communi cation

** To conpile/install Jabberd-2.2.9 we need foll ow ng packages on Debi an/ Ubuntu (simlar
on Redhat/ Fedora or other QS)

- libpanDg |ibpanDg-dev (PAM support)

- openssl libssl-dev (TLS/ SSL support)

- l'ibudnsO |ibudns-dev (DNS Resol ver Library)

- libidnll |ibidnll-dev libnet-1libidn-perl (libidn provides necessary string
mani pul ation functionality for Jabberd?2)

- nysql -common i bdbd-nysql -perl nysql-server-5.1 nmysqgl-client-5.1

i brmysqgl client16-dev (MySQL DB aut henticati on)

**  Jabberd2 supports five authentication (user) nechanism -

* PAM
* MySQL Dat abase
* Ber kel ey DB
* Post greSQL Dat abase
* SQLite DB
* QpenLDAP

** Fol |l owi ng ports are used by jabberd2 -
* port 5222 - non-SSL client connection

* port 5223 ? SSL client connection

* port 5269 ? server to server connection


http://jabberd2.xiaoka.com/
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* port 5347 ? jabberd2 router

Step 1] Create system User and Group for Jabberd 2 Server
(http://codex. xi aoka. coni wi ki /] abberd2: start) ?

root @ apt op: ~# addgroup ?system | abber
Addi ng group " jabber' (dD 61)

Done.

root @ apt op: ~#

root @ apt op: ~# adduser ?system <?hone /usr/l|ocal/jabberd-2.2.9/ ?shell /bin/false
61 j abber

* Verify system User and Group... (steps for Ubuntu)

root @aptop: ~# id jabber
ui d=125(j abber) gi d=61(j abber) groups=61(j abber)
root @ apt op: ~#

Step 2] Downl oad the | atest version of Jabberd2 -

* Extract the source then conpile/install it as shown below with PAM MYSQ. DB for
aut hentication with SSL

root @aptop:/var/src/# wjet -c
htt p:// codex. xi aoka. com pub/j abber d2/r el eases/j abberd-2.2.9.tar.bz2

root @aptop:/var/src# tar xvfj jabberd-2.2.9.tar.bz2
root @aptop:/var/src# cd jabberd-2.2.9

root @apt op:/var/src/jabberd-2.2.9# ./configure ?prefix=/usr/local/jabberd-2.2.9/
?enabl e-debug ?enabl e-nysqgl “?enabl e-ssl ?enabl e-pam ?enabl e-ss

checking for Libidn version >= 0.3.0... yes

checking for dns_init in -ludns... yes

checking gsasl.h usability... yes

checki ng gsasl.h presence... yes

checking for gsasl.h... yes

checki ng for gsasl _check version in -lgsasl... yes
checki ng for GhuSASL version >= 0.2.27... no

configure: error: no SASL backend avail abl e out of: gsas
root @ apt op: /var/src/jabberd-2.2. 9%

Step 3] Facing problem like "configure: error: no SASL backend avail abl e out of:

Don't worry downl oad | atest version of gsasl library fromURL ~

?gid

gsasl "


(http://codex.xiaoka.com/wiki/jabberd2:start
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http://al pha. gnu. org/ gnu/ gsasl /

* Downl oad | atest version of GNU SASL (gsasl)

root @aptop:/var/src/# wget -c http://al pha. gnu. org/gnu/ gsasl/gsasl-0.2.29.tar.gz
* Extract the source then conpile/install it

root @aptop:/var/src# tar xvfz gsasl-0.2.29.tar.gz

root @ apt op: /var/src# cd gsasl -0. 2. 29/

root @ apt op: /var/src/gsasl-0.2.29# ./configure ?prefix=/usr/local/gsasl/
root @ apt op: / var/ src/ gsasl -0. 2. 29# make

root @apt op: /var/src/gsasl-0.2. 29# make install

root @ apt op: /var/src/ gsasl -0.2. 29#

* Verify the "gsasl" version

root @ apt op: /var/src/gsasl-0.2.29# /usr/|ocal /gsasl/bin/gsasl ?version

gsasl (GNU SASL) 0.2.29

Copyright (C 2008 Sinon Josefsson.

Li cense GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.htmn>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent pernmitted by |aw

Witten by Sinon Josefsson.
root @apt op:/var/src/gsasl -0. 2. 29#

Step 4] Go back to Jabberd2 source and start conpiling/installing as shown in bel ow -

root @apt op:/var/src/jabberd-2.2.9# ./configure ?prefix=/usr/local/jabberd-2.2.9/
?enabl e- debug ?enabl e-nmysgl “?enabl e-ssl ?enabl e- pam ?enabl e- ssl

?wi t h-extra-incl ude-pat h=/usr/| ocal / gsasl/incl ude/
?with-extra-library-path=/usr/local/gsasl/Ilib/

root @ apt op: /var/src/jabberd-2.2. 9# nake

root @apt op:/var/src/jabberd-2.2. 9# nmake install

** Create log and runtine directories ~

root @aptop:/usr/local/jabberd-2.2.9# nkdir /usr/local/jabberd-2.2.9/var
root @aptop:/usr/local/jabberd-2.2.9# nkdir /usr/local/jabberd-2.2.9/var/run

root @aptop:/usr/local/jabberd-2.2.9# |s -|

total 20

drwxr-xr-x 2 jabber jabber 4096 2009-10-11 18:21 bin
drwxr-xr-x 3 jabber jabber 4096 2009-10-11 18:21 etc
drwxr-xr-x 3 jabber jabber 4096 2009-10-11 18:21 |lib
drwxr-xr-x 3 jabber jabber 4096 2009-10-11 18: 21 share
drwxr-xr-x 3 jabber jabber 4096 2009-10-11 18:42 var
root @ apt op: /usr/ 1 ocal /j abberd-2. 2. 9#
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Step 5] Configure jabberd-2.2.9 ~

* Setup (jabberi d@ aptop.ubuntu.ne) Domain Nane (hostnane of server),|P address, port and
log setting in client (c2s.xm) & server (smxm) configuration file -

NOTE ~ Domai n Name not necessary to be hostnane of server. But it should be resol vable
(DNS) to one of the IP of server.

root @ apt op: /usr/ 1 ocal /j abberd-2. 2. 9# host nane

| apt op. ubunt u. me

root @ apt op: /usr/ 1 ocal /j abberd-2. 2. 9#

root @apt op:/usr/local /jabberd-2.2.9# vi /usr/local/jabberd-2.2.9/etc/sm xm
<pidfile>/usr/local/jabberd-2.2.9/var/run/sm pid</pidfil e>

<i d>| apt op. ubunt u. ne</i d>

<i p>0.0.0.0</ip> <!'? default: 127.0.0.1 ?>
<port >5347</ port > <!? default: 5347 ?>

<log type='file' >
<file>/usr/local/jabberd-2.2.9/var/log/smlog</file>

root @aptop:/usr/local/jabberd-2.2.9# vi /usr/local/jabberd-2.2.9/etc/c2s.xmn

<pidfile>/usr/local/jabberd-2.2.9/var/run/c2s. pid</pidfile>

** To auto enable registration (in c2s.xm file ?register-enable="true' is required)
<id register-enabl e='true' >l apt op. ubunt u. ne</i d>

<i p>0. 0. 0. 0</i p>
<port >5222</ port >

<log type='file' >
<file>/usr/local/jabberd-2.2.9/var/log/c2s.log</file>

root @aptop:/usr/local/jabberd-2.2.9# vi /usr/local/jabberd-2.2.9/etc/s2s.xm
<pi dfile>/usr/local/jabberd-2.2.9/var/run/s2s. pi d</pidfil e>

<log type='file' >

<file>/usr/local/jabberd-2.2.9/var/log/s2s.log</file>

Step 6 ] Configure Jabberd-2.2.9 for Storage and Authenticati on 9using MySQL DB) -

* Make sure that database "Jabberd2? doesn't exist (if exist either drop db or change DB
nane in db-setup.nysql file). If not export MySQ. DB dunp from Jabberd2 source.....
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root @aptop:/usr/local/jabberd-2.2.9# nysql -u root -p <
/var/src/jabberd-2.2.9/tool s/ db-setup. mysq

Ent er password:

root @aptop:/usr/local/jabberd-2.2.9# nysql -u root -p
Ent er password:

Wel cone to the MySQL nonitor. Commands end with ; or \g.
Your MySQL connection id is 176

Server version: 5.1.31-1ubuntu2 (Ubuntu)

Type ?help;' or ?\h' for help. Type ?\c' to clear the buffer.

nysqgl > show dat abases;

| informati on_schemn |
| jabberd2
| nysql

3 rows in set (0.00 sec)

nysqgl > use j abber d2;
Reading table information for conpletion of table and col um nanes
You can turn off this feature to get a quicker startup with -A

Dat abase changed
nysgl > show t abl es

| active |
| authreg |
| disco-itens |
| 1 ogout |
| rotd-nmessage

| rmotd-tines |
| privacy-default |
| privacy-itens |
| private |
| queue |
| roster-groups |
| roster-itemns |
| status |
| vacation-settings

| vcard |

15 rows in set (0.00 sec)

nysql >
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* Creating nmysqgl user for jabberd2 ie ?jabberd2? with access to DB "jabberd2? -

nysqgl > GRANT sel ect,insert, del ete,update ON jabberd2.* to ?jabber' @I ocal host
| DENTI FI ED by ?mypassword';
Query OK, 0 rows affected (0.00 sec)

nysqgl >qui t
Bye
root @ apt op: /usr/ 1 ocal /j abberd-2. 2. 9#

* Now verify access to DB ~

root @apt op:/usr/local /jabberd-2.2.9# nysql -u jabberd2 -p
Ent er password:

Wl cone to the MySQ nonitor. Conmands end with ; or \g.
Your MySQL connection id is 178

Server version: 5.1.31-1ubuntu2 (Ubuntu)

Type ?help;' or ?\h' for help. Type ?\c' to clear the buffer.

nysqgl > show dat abases;

| information_schemn
| jabberd2 |

2 rows in set (0.00 sec)

nysql > quit
Bye
root @apt op: /usr/ 1l ocal /jabberd-2. 2. 9#

Step 7] Change c2s.xm and smxm config file for MySQL DB support ?
root @aptop:/usr/local/jabberd-2.2.9# vi /usr/local/jabberd-2.2.9/etc/c2s.xm

<I'? Authentication/registration database configuration ?>
<aut hr eg>

<! ? Backend nodul e to use ?>
<nmodul e>nysql </ nodul e>

<I'? MySQL nodul e configuration ?>
<nysql >

<!'? Dat abase server host and port ?>
<host >l ocal host </ host >

<port >3306</ port >
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<!'? Dat abase nane ?>
<dbnane>j abber d2</ dbnane>

<!'? Dat abase usernanme and password ?>
<user >j abber d2</ user >
<pass>nypasswor d</ pass>

root @aptop:/usr/local/jabberd-2.2.9# vi /usr/local/jabberd-2.2.9/etc/sm xn

<I? Storage database configuration ?>

<st orage>

<I'? Dynami c storage nodul es path ?>

<pat h>/usr/ | ocal /j abberd-2.2.9/1i b/j abber d</ pat h>

<!'? By default, we use the SQLite driver for all storage ?>
<driver>nysql </driver>

<I? MySQL driver configuration ?>
<nysql >

<!'? Dat abase server host and port ?>
<host >| ocal host </ host >

<port >3306</ port >

<! ? Dat abase nane ?>
<dbnane>j abber d2</ dbnane>

<!'? Dat abase usernane and password ?>
<user >j abber d2</ user >
<pass>nypasswor d</ pass>

** To auto enable registration (in smxm file)

<aut o-creat e/ >

??2?2?22?2?2??7?7-

NOTE ~ It is not enough to add users to the ?authreg' table because this only introduces
users to the c2s conponent, but not to the sm conponent. Correct entries are required in
the ?active' table as well. It is best to use a Jabber client to register users.

Step 8] Let's start Jabberd-2 server (Test configuration) ?

root @aptop: ~# su -1 jabber -s /bin/bash -c "/usr/local/jabberd-2.2.9/bin/jabberd -b"
root @ apt op: ~#

* check whether ports are open or not
root @apt op: ~# netstat -nlp

Proto Recv-Q Send-Q Local Address For ei gn Address State
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Pl D/ Pr ogr am namne

tcp 0 0 0.0.0.0:5347 0.0.0.0:* LI STEN
31662/ rout er

tcp 0 0 0.0.0.0:5222 0.0.0.0:* LI STEN
13883/ c2s

tcp 0 0 127.0.0.1: 3306 0.0.0.0:* LI STEN
2892/ nmysqgl d

tcp 0 0 0.0.0.0:5269 0.0.0.0:* LI STEN
13886/ s2s

root @ apt op: ~#

** Now Regi ster the user "jabberd@ aptop. ubuntu. ne
I Mclient

and password "secret" using Jabber

root @aptop:/usr/local/jabberd-2.2.9# tail -f var/log/c2s.1o0g

Mon Cct 12 00:43:15 2009 [notice] [8] registration succeeded, requesting user creation
j i d=j abber d@ apt op. ubunt u. e

Mon Cct 12 00:43:15 2009 [notice] [8] SASL authentication succeeded:
nmechani sm=Dl GEST- MD5; aut hzi d=j abber d@ apt op. ubunt u. ne

Mon Cct 12 00:43:15 2009 [notice] [8] bound: jid=jabberd@ aptop. ubuntu. e/ Tel epat hy
Mon Cct 12 00:44:20 2009 [notice] [9] [192.168.0.1, port=48307] connect

* Checking DB entry -

nysqgl > SELECT * FROM acti ve;

| collection-owner | object-sequence | tinme |
+22222222242222°2°2422?7+
| jabberd@ apt op. ubuntu. ne | 1| 1255288395

1 rowin set (0.00 sec)

nysql > SELECT * FROM aut hreg

| usernane | realm | password
| jabberd | |aptop.ubuntu.me | secret |

1 rowin set (0.00 sec)

nysql >

=> Testing conmpl eted successfully...

Step 9] Configuring Jabberd2 for SSL/TLS Connections ?
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Let's configure jabberd2 for SSL/TLS connecti on.
SSL/ TLS connections not only between Jabber clients and the server,
Jabberd server conponents (sm s2s and c2s) and the Jabberd router
certificate may be used for these two functions (Jabber client to Jabberd and Jabberd

conmponent to router), or two separate

keys nmay be used.

* CGenerate Self signed SSL Certificate..

root @ apt op: /usr/ 1 ocal /j abberd-2. 2. 9#

-keyout privkey. pem -out server.pem
CGenerating a 1024 bit RSA private key
2

++++++

openss

witing new private key to ?privkey. pen

Ent er PEM pass phrase:

Common Nane (eg, YOUR name) []:Iaptop.

root @apt op: /usr/ 1l ocal /jabberd-2. 2. 9#
* Renove Passphrase from private key
root @ apt op: /usr/local /jabberd-2. 2. 9#
** Conbi ne the Private and Public Key
root @ apt op: /usr/ 1l ocal /j abberd-2. 2. 9#
root @ apt op: /usr/ 1 ocal /j abberd-2. 2. 9#
* Change pernission..

root @apt op: /usr/ 1l ocal /jabberd-2. 2. 9#
[usr/local/jabberd-2.2.9/server. pem

root @ apt op: /usr/ 1l ocal /jabberd-2. 2. 9#
total 24

ubunt u. ne

openssl rsa -in privkey. pem -out
and delete private key
cat privkey.pem >> server. pem

rmprivkey. pem

chown j abber:j abber

ls -1 /usr/local/jabberd-2.2.9

drwxr-xr-x 2 jabber jabber 4096 2009-10-11 22:17 bin
drwxr-xr-x 3 jabber jabber 4096 2009-10-12 01: 03 etc
drwxr-xr-x 3 jabber jabber 4096 2009-10-11 20:16 lib

-rwr?r? 1 jabber jabber 2217 2009-10-

12 01:17 server.pem

drwxr-xr-x 3 jabber jabber 4096 2009-10-11 20: 16 share
drwxr-xr-x 4 jabber jabber 4096 2009-10-12 00: 20 var

root @apt op: /usr/ 1l ocal /jabberd-2. 2. 9#

root @ apt op: /usr/ 1l ocal /j abberd-2. 2. 9#
<ssl - port>5223</ssl - port >

vi [/usr/local/jabberd-2.2.9/etc/c2s. xnl

<penfil e>/usr/local/jabberd-2.2.9/server. penx/penfil e>

root @apt op:/usr/ | ocal /jabberd-2. 2. 9# vi

/usr/local/jabberd-2.2.9/etc/s2s. xm

Jabberd2 is designed to provide for
but al so between the
A single SSL

req -new -x509 -newkey rsa: 1024 -days 365

privkey. pem
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<penfil e>/usr/l|ocal/jabberd-2.2.9/server. penx/penfil e>

root @aptop:/usr/local/jabberd-2.2.9# vi /usr/local/jabberd-2.2.9/etc/sm xmn
<penfile>/usr/local/jabberd-2.2.9/server. penx/penfil e>
<penfile>/usr/local/jabberd-2.2.9/server. penx/penfil e>

** Now restart the server and check log ...

root @aptop:/usr/local/jabberd-2.2.9# tail -f var/log/c2s.1og

Mon Cct 12 01:28:57 2009 [notice] connection to router established

Mon Cct 12 01:28:57 2009 [notice] [0.0.0.0, port=5222] listening for connections

Mon Cct 12 01:28:57 2009 [notice] [0.0.0.0, port=5223] listening for SSL connections

* While registering user ~

1) Required SSL/TLS
2) Force old SSL (5223 port)

Pl ease enabl e above two setting and uncheck "Al |l ow pl ai ntext auth unecrypted streans"

NOTE ~ While login first tinme (auto registrati on node) nake sure to check "Create this
new account on the server" checkbox in pidgin (botton)

** |t works !!

Step 10] Init.d startup script for Jabberd2 and M- Conference ?

root @aptop: ~# /etc/init.d/jabberd2 start

Starting the Jabberd2 I M Server. ..

router 11095 | sm 11099 | s2s 11102 | c¢2s 11106 | mu-conf 11149

Done.

root @aptop: ~# /etc/init.d/jabberd2 status

Jabberd2 I M Server status -

router ? 11095 | sm ? 11099 | s2s ? 11102 | c2s ? 11106 | nu-conf 11149
root @ apt op: ~#

* Now check network setting...

root @aptop: ~# netstat -nlp

Proto Recv-Q Send-Q Local Address For ei gn Address State
Pl D/ Pr ogr am name
tcp 0 0 0.0.0.0:5347 0.0.0.0:* LI STEN

11095/ r out er
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tcp 0 0 0.0.0.0:5222 0.0.0.0:* LI STEN
11106/ c2s

tcp 0 0 0.0.0.0:5223 0.0.0.0:* LI STEN
11106/ c2s

tcp 0 0 127.0.0.1: 3306 0.0.0.0:* LI STEN
2899/ nmysql d

tcp 0 0 0.0.0.0:5269 0.0.0.0:* LI STEN
11102/ s2s

root @aptop: ~# /etc/init.d/jabberd2 stop
St opi ng the Jabberd2 I M Server..

Done.

root @ apt op: ~#

** Want to see the script -~

root @aptop: ~# cat /etc/init.d/jabberd2
#!/ bi n/ bash

## Jabberd2 | M Server

## Jabber User/ Group ? jabber/jabber

## command to srart ~ su -1 jabber -s /bin/bash -c "${BASE PATH}/ bi n/jabberd -b"
##

#c2s

BASE PATH="/usr /| ocal / j abberd- 2. 2. 9?

c2s_pi d="${ BASE_PATH}/ var/run/ c2s. pi d"

#s2s

s2s_pi d="${ BASE_PATH}/var/run/s2s. pi d"
#sm

sm pi d="${ BASE_PATH}/var/run/sm pi d"
#router

rout er _pi d="${ BASE_PATH}/ var/ run/router. pi d"
#Mu- Conf er ence
mu_conf _pi d="${ BASE_PATH}/ var/ run/ nmu- conf er ence. pi d"

case "$1? in

start)

## checki ng whet her Jabberd2 is running or not

if [ -f ${c2s_pid} ];then

c2spi d=$(cat ${c2s_pid})

echo "Jabberd2 I M Server ~ ?c2s' is running (pid ${c2spid})"
elif [ -f ${s2s_pid} ];then

s2spi d=$(cat ${s2s_pid})

echo "Jabberd2 I M Server ~ ?s2s' is running (pid ${s2spid})"
elif [ -f ${smpid} ];then

smpi d=$(cat ${sm pid})

echo "Jabberd2 I M Server ~ ?sm is running (pid ${snpid})"
elif [ -f ${router_pid} ];then
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rout er pi d=$(cat ${router_pid})

echo "Jabberd2 I M Server ~ ?router' is running (pid ${routerpid})"
el se

echo "Starting the Jabberd2 IM Server..."

su -1 jabber -s /bin/bash -c "${BASE_PATH}/ bi n/j abberd -b"

su -1 jabber -s /bin/bash -c "${BASE_PATH}/bi n/ mu-conference -B -c
${ BASE_PATH}/ et ¢/ mu- conf erence. xm " > /dev/null 2>&1

echo "router $(cat ${router_pid}) | sm$(cat ${smpid}) | s2s $(cat ${s2s_pid}) | c2s
$(cat ${c2s_pid}) |mu-conf $(cat ${mu_conf_pid})"

echo " '

echo "Done."

fi

st op)
echo "Stoping the Jabberd2 I M Server..."
if [ -f ${smpid} ];then

kill -9 $(cat ${smpid})

fi

if [ -f ${router_pid} ];then

kill -9 $(cat ${router_pid})

fi

if [ -f ${c2s_pid} ];then

kill -9 $(cat ${c2s_pid}) > /dev/null 2>&1
fi

if [ -f ${s2s_pid} ];then

kill -9 $(cat ${s2s_pid}) $(cat ${nu_conf_pid}) > /dev/null 2>&1
fi

##

killall -9 -u jabber
rm-f ${router_pid} ${smpid} ${s2s_pid} ${c2s_pid} ${nu_conf_pid} > /dev/null 2>&1
echo "Done."

st at us)

echo "Jabberd2 I M Server status -"
if [ -f ${c2s pid} ];then
c2spi d=$(cat ${c2s_pid})

fi

if [ -f ${s2s_pid} ];then
s2spi d=$(cat ${s2s_pid})

fi

if [ -f ${smpid} ];then

snpi d=$(cat ${sm pid})

fi

if [ -f ${router_pid} ];then
rout er pi d=$(cat ${router_pid})
fi

if [ -f ${router_pid} ];then
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mupi d=$(cat ${nmu_conf _pi d})

fi

echo "router ? ${routerpid} | sm? ${snpid} | s2s ? ${s2spid} | c2s ? ${c2spid}
mu- conf ${rmupi d}"

*)

echo "Usage: $0 {start|stop|status}"”
exit 1

esac

exit O

#DONE

root @ apt op: ~#

Thank you,

Arun Bagul
Simlar Posts:
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