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1] Introduction:

root is super user with unrestricted access to all systemresources and files in Linux
CS. The uid and gid of root user is O (zero). But nany tinme the systeniLinux
admin wants to give sone restricted access to sone user or groups of wuser. In
such case the sudo is the best technique to do this....

sudo utility allows users defined in the /etc/sudoers configuration file to have
temporary access to run comuands. Normally they would not able to do it, due to file
perm ssion restrictions. The conmands can be run as user "root" or as any other user
defined in the /etc/sudoers configuration file.

Al'l commands run as sudo are logged in the log file /var/l og/ messages.

2] Sudo configuration file ? /etc/sudoers

/etc/sudoers file contains all the configuration and pernission paraneters needed for
sudo to work. There are a nunber of guidelines that need to be followed when editing it
with vi sudo.

Format of sudo file is as below..

user _nanes/ group_nhanme servernane = (usernanes conmand can be run as) command

3] Howto open sudo file.. /etc/sudoers

Al ways use visudo command to open /etc/sudoers file

r oot @ ndi angnu. or g: ~# vi sudo

4] How to pernmit few user to start/restart/stop apache server.

* open sudore file by using above comrand

# access to Apache2 and MySQ. to webgroup group with out password
%webgroup ALL= NOPASSWD: /etc/init.d/ apache2

%webgroup ALL= NOPASSWD: /etc/init.d/ nysql restart

web ALL= NOPASSWD: /etc/init.d/apache2

* | n above exanple the wusers in group webgroup can only restart MySQ., they can't
stop or start MySQL service.

# access to Apache2 with password to wuser webuser
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webuser ALL= /etc/init.d/apache2

# Menbers of the myroot group nmay gain root privileges
%vyroot ALL=(ALL) ALL

4] How to use sudo

web@ ndi angnu. org: ~$ sudo /etc/init.d/ apache2 restart
* Forcing rel oad of apache 2.0 web server...

[ ok ]
web@ ndi angnu. or g: ~$

** Here in below exanple the webuser need to enter his password to very that
webuser' is authentic user.

webuser @ ndi angnu. org: ~$ sudo /etc/init.d/ apache2 restart
Passwor d:
* Forcing rel oad of apache 2.0 web server...
[ ok ]
webuser @ ndi angnu. or g: ~$
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